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Purpose

1. The purpose of this Law is to establish a framework for the collection, use,
disclosure, and retention of personal information within the control of the First
Nation, in accordance with international standards of personal privacy protection.

Application

2. This law applies to the First Nation, including all institutions
and departments listed in Schedule A.

Definitions
3. The following definitions shall apply for the purpose of this Law:
“Chief and Council” means the duly selected leadership of the First Nation.

“Department” applies to all departments of the First Nation, and all
institutions, organizations, and bodies that are listed in Schedule A.

“First Nation” means the <First Nation Name> First Nation

“First Nation law"” — includes any code, law, by-law, or
regulations enacted by the First Nation.

“Manager” means the Manager or Director of a Department.
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PART 1

Collection
of Personal
Information

Purpose for collecting personal information
4.  No personal information may be collected by or for a Department unless
a. the collection of the information is authorized by an applicable law;
b. the information is collected for the purposes of law enforcement;
c. the information relates directly to and is necessary for
i.  an existing program or service of the First Nation, or

ii. aproposed program or service of the First Nation, where collection of the
information has been authorized by a Band Council Resolution (BCR).

Direct collection of information from individual

5. (1) A Department must, where reasonably possible, collect personal
information directly from the individual the information relates to unless

a. another method of collection is authorized by that
individual or by an applicable law;

b. the information is collected for the purpose of law enforcement;

c. the information is collected for the purpose of collecting
a fine or a debt owed to the First Nation;

d. the information is collected for the purpose of
providing legal services to the First Nation;

e. the information

i. is necessary in order to determine or verify the eligibility
of an individual to participate in a program, service or
benefit delivered by the First Nation or its designate;
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ii. the information is collected for the purpose of child protection;

iii. the information is collected for the purpose of
administering or managing Department personnel;

f. The information is collected in a health or safety emergency where:
i. the individual is not able to provide the information directly, or

ii. direct collection could reasonably be expected to endanger
the mental or physical health or safety of any person.

Notice to individual

(2) A public body that collects personal information directly
from the individual shall inform the individual of

the purpose for which the information is collected,
b. the specific legal authority for the collection, and

c. the title, and contact information for an employee of the First Nation who
can answer questions about the collection of personal information.

Exception

(3) Subsections (1) and (2) do not apply if, in the opinion of the Manager,
compliance with them might result in the collection of inaccurate information or
defeat the purpose or prejudice the use for which the information is being collected.

Protection of personal information

6.  Departments shall protect personal information by making reasonable
security policies, procedures, and arrangements against such risks as
unauthorized access, collection, use, disclosure, or disposal.
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PART 2

Right of Access

to Personal
Information

7. (1) Subject to this Law, every member of the First Nation may request
and be given access to any personal information about the individual
held by a Department.

Right of correction

(2) An individual who is given access under subsection (1) to
personal information that has been used, is being used, or is
available for use for an administrative purpose is entitled to

a. request correction of the personal information where the
individual believes there is an error or omission therein;

b. require that a notation be attached to the information
reflecting any correction requested but not made; and

c. require that any person or body to whom that information has been
disclosed for use for an administrative purpose, within one year
preceding the request, be notified of the correction or notation.

(3) Within 30 days after the request is received under subsection
(2), the Manager of the Department that receives the request
shall give written notice to the individual that

a. the correction has been made; or
b. anote of the requested correction has been made under subsection (2)(b).

(4) Notwithstanding subsection (2), a Manager shall not correct
an opinion, including a professional or expert opinion.
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Request for Access

8.

Fee
10.

A request for access under subsection 7(1) must be made, in writing, to the
Department that has control of the individual’s information, and must contain
sufficient specific information on the type of information requested so that it is

reasonably possible to identify and retrieve the information within the Department.

(1) Where an individual is given access in accordance
with this Part, the Department shall

a. permit the individual to examine the information, in
accordance with procedures for that Department; or

b. provide the individual with a copy thereof.

(2) The individual may be required to pay reasonable costs of
photocopying in the event of access under subsection 9(1)(b).

A Department may set a fee, not to exceed twenty-five dollars,
for each individual request for access under this Law.

Mandatory Denial of Access

11.

The Manager of a Department must refuse to disclose any personal information
Council deliberations

a. that would reveal the substance of in camera (non-public) deliberations
of Chief and Council, or any of its committees, including any advice,
recommendations, analyses, or draft laws, resolutions, or policies
submitted to or prepared for Chief and Council or any of its committees.

Third party rights

b. where the disclosure would be an unreasonable
invasion of a third party’s personal privacy.

Privileged information

c. thatis subject to any type of privilege available at law, including
solicitor-client privilege prohibited by other Act

Other Acts

d. where the disclosure is prohibited by any other applicable
Law of Canada or Alberta, or by court order.
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Discretionary Denial of Access
12. The Manager of a Department may refuse to disclose any personal information

a. where the disclosure could reasonably be expected to be
injurious to the investigation or enforcement under any
applicable law of the First Nation, Canada, or Alberta;

b. where the disclosure could reasonably be expected to endanger
the mental or physical health or safety of another person;

c. where the disclosure could reasonably be expected to result in a risk of
serious harm to the treatment or recovery of the individual, or a risk of
serious harm to the individual’s physical or mental health or safety;

d. where the disclosure could reasonably be expected to lead to
the identification of a person who provided information in the
record to the custodian explicitly or implicitly in confidence;

e. where the information is evaluative or opinion material compiled solely
for the purpose of determining the individual’s suitability, eligibility
or qualifications for employment or for the awarding of contracts by
the First Nation or other benefits, when the information has been
provided to the Department, explicitly or implicitly, in confidence.
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PART 3

Use of Personal
Information

Use of personal information
13. A Department may use personal information only

a. for the purpose for which the information was collected or
compiled, or for a use consistent with that purpose;

b. if the individual the information is about has identified
the information and consented to the use; or

c. fora purpose for which that information may be disclosed
to the Department under sections 16 or 17.

14. Where a Department uses an individual’s personal information to make
a decision that directly affects the individual, the public body must

a. make every reasonable effort to ensure that the
information is accurate and complete; and

b. retain the information for at least one year after using it so that the
individual has a reasonable opportunity of obtaining access to it.
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PART 4

Disclosure
of Personal
Information

15. The First Nation may disclose personal information only in accordance with this Part.

When personal information may be disclosed
16. (1) A Department may disclose personal information

a. for the purpose for which the information was collected or
compiled or for a use consistent with that purpose;

b. where the individual the information relates to has identified
the information and consented to its disclosure;

c. forthe purpose of enforcing a legal right that the
First Nation has against any person;

d. for the purpose of

i. collecting a fine or debt owed by an individual to the First Nation, or

ii. making a payment owed to an individual by the First Nation;
e. toa public body or a law enforcement agency for law enforcement purposes;
f.  for the purpose of managing or administering personnel of the First Nation;

g. to an officer or employee of the Department or to a member of Chief
and Council, if the information is necessary for the performance
of the duties of the officer or employee or member;

h. for use in the provision of legal services to the First Nation;

i. forthe purpose of determining or verifying an individual’s
suitability or eligibility for a program or benefit;
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j-  for the purpose of complying with a subpoena or warrant
issued or an order made by a court, person or body, that has
the authority to compel the production of information or with a
rule of court that relates to the production of information;

k. for the purpose of complying with a law of the First
Nation, or any other applicable jurisdiction;

I.  when it is considered reasonably necessary to protect the
mental or physical health or safety of any individual;

m. deceased individual may be contacted;
n. forany purpose when, in the opinion of the Manager of the Department,

i.  the public interest in disclosure clearly outweighs any invasion
of privacy that could result from the disclosure, or

ii. disclosure would clearly benefit the individual
to whom the information relates;

o. where the information is otherwise available to the public;

p. to adepartment or law enforcement agency of Canada, in accordance
with any applicable law or agreement between Canada and the First
Nation; or [Comment: This permits the FN to provide individual-
level reporting to FNIHB/INAC, as they require under the contribution
agreements for things such as medical transport and special education.]

g. forany purpose in accordance with any law that
authorizes or requires the disclosure.

(2) A Department may disclose personal information under subsection (1) only to
the extent necessary to enable it to carry out its purpose in a reasonable manner.
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Disclosure for research

17. (1) A Department may only disclose personal information for a
research purpose, including statistical research, where

a. the research purpose cannot reasonably be accomplished unless
that information is provided in individually identifiable form;

b. any record linkage resulting from the disclosure is not harmful to the
individuals the information is about and the benefits to be derived
from the record linkage are clearly in the public interest;

c. the Manager of the Department has approved
conditions relating to the following:

i.  security and confidentiality,

ii. the removal or destruction of individual identifiers
at the earliest reasonable time,

iii. the prohibition of any subsequent use or disclosure of
that information in individually identifiable form without
the express authorization of that that Department;

d. the person to whom the information is disclosed has signed an agreement to
comply with the approved conditions, this Act and any regulations, policies,
and procedures relating to the confidentiality of personal information.

Community Information

(2) Notwithstanding subsection (1), where a research project involves
research which identifies or may identify the First Nation, then the research
project must be in compliance with any law(s) regarding access to First Nation
information, or receive prior written approval from Chief and Council.
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PART 5

(General

Manner of giving notice

18. (1) Where this Act requires notice to be given to a person, it is to be given

a.

by sending it to that person by prepaid mail to
the last known address of that person;

by personal service; or

by other service, including email or other electronic
means, if authorized by the person.

Where notice given by mail

(2) Where notice is given by prepaid mail under paragraph (1)
(a), the notice is deemed to have been given on the fifth
business day after the day on which it is mailed.

Exercise of rights by other persons

19. Any right or power conferred on an individual by this Act may be exercised

a.

where the individual is deceased, by the individual’s personal
representative if the exercise of the right or power relates
to the administration of the individual’s estate;

where a guardian or trustee has been appointed for the individual,
by the guardian or trustee if the exercise of the right or power
relates to the powers and duties of the guardian or trustee;

where a power of attorney has been granted by the individual, by the
attorney if the exercise of the right or power relates to the powers
and duties of the attorney conferred by the power of attorney;
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d. where the individual is a minor, by a person who has lawful custody of
the minor in circumstances where, in the opinion of the Manager of the
Department concerned, the exercise of the right or power by that person
would not constitute an unreasonable invasion of the privacy of the minor; or

e. by any person with written authorization from the
individual to act on the individual’s behalf.

No action when acting in good faith
20. No employee of a Department will be disciplined or sanctioned for

a. the giving or withholding, in good faith, of any information
under this Law or any consequences that flow from the
giving or withholding of that information; or

b. the failure to give any notice required under this Act where
reasonable care is taken to give the required notice.

Enforcement
21. (1) The Manager of each Department is responsible for implementing this Law.

(2) Non-compliance with the requirements of this Law may result
in discipline, according to the First Nation Personnel Policy.

(3) Any member of the First Nation may register a complaint, in writing,
with Chief and Council, regarding their rights under this Law, including:

a. where an individual has been denied access to their
personal information, in accordance with this Law,

b. where an individual has been informed by a Manager that requested
corrections have not been made to his or her personal information,

where a Manager has not responded to a request within the specified time,

d. where an individual believes his or her personal information
is not being maintained in accordance with this Law.

[There is no punitive enforcement mechanism in this law, except for employee discipline.
There is also no administrative structure for a lead privacy officer with supervisory
authority, etc. These are all possibilities, and can be considered.]

AFNIGC Privacy Law Template 12



Schedule A

Include all departments and fully owned corporations.

For example:
Department of Community and Social Services
Department of Human Resources
Department of Health
Department of Housing
Fire Services
Board of Education
First Nation administration
Chief and Council

First Nation Economic Development Corporation
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